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Information Asset Inventory
Organisation & relevant process Information Asset Details Current Level of Protection

Nr Process name Process owner Name of Asset Description of Asset Classification Integrity Availability Data Retention Period

Exam
ple

UNIT A New starter process Some One New starter form Electronic .xls template file Y Y N Confidential Medium Low UNIT B 0.5 Years
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Operating Unit / 
Function 

Type of Information Asset 
[Hard copy, Electronic File 
(specify type), removable 
media/device (specify type)]

Personal Data 
(Y/N)

Personal 
Sensitive Data 
(Y/N)

Sensitive 
Customer 
Data (Y/N)

Asset Custodian
(if NOT Functional Owner)

At Origin (description) If Information is Moved (description) S
e
c
u
r
i
tForm used to initiate the new 

starter process and sent to 
UNIT B via email.

On PC of line manager, stored on 
network.  For some line managers, 
they store these files on their laptop.  
Unlikely to be password protected.

Form is emailed to UNIT B using 
internal email system.  It is then held 
on System A and System B by UNIT B.
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06/08/2023 Confidential GAP Analysis

Organisation & relevant process Information Asset Details Current Level of Protection BISO / TISO Assessment BISO/Process Owner Action
Nr 2. Process name 3. Process owner 4. Name of Asset 5. Description of Asset 8. Classification 8.a Integrity 8.b Availability 10. Data Retention Period Security Conclusion

1 Test1

Once the Inventory is complete click the [Generate Gap Analysis] button below to highlight those information assets which require a risk assessment.
Your risk assessment needs to verify that the protection controls in place for the assets listed are adequate to the sensitivity of the data as guided by the Information Handling Policy.
Use <Columns S and T> to record necessary actions required of the process owner until complete. 
[DO NOT click GENERATE GAP ANALYSIS again unless you have created a copy of this document beforehand]

1. Operating Unit / 
Function 

7. Type of Information Asset 
[Hard copy, Electronic File 
(specify type), removable 
media/device (specify type)]

6. Personal 
Data (Y/N)

6.a Personal 
Sensitive Data 
(Y/N)

6. b Sensitive 
Customer 
Data (Y/N)

9. Asset Custodian
(if NOT Functional Owner)

10. At Origin (description) 11. If Information is Moved 
(description)

Process Owner Response and Date for 
Implementation (Evidence is required ie. 
screenshots or similar where applicable to 
prove these controls are enforced)

Generate Gap Analysis
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Table 1- Process examples
Examples of processes and information assets

Generic Processes Information Asset
Core Business Processes Production data 

Budget Process Budget Document, Invoices.
HR CV, Salary letters, references, personal sensitive information, disciplinary information, pension information, starter mover joiner p

Resource Management Skills matrix, appraisals, training details i.e. records.
Business Continuity BCP & DR Plans, BIA.
Risk Management Risk Registers, Risk & Issues Logs.

Audit SAS70 reports, any internal or external audit reports.
Compliance Incident reports, money laundering reports, data protection information, all policies.
Contracts Service agreements, Service definitions, contracts, SCRs, NDAs.

Sales Collateral Pricing information, RFIs, RFPs, presales leads (pipeline).
Reporting/Management Information/MIS Quality, Production, Sales definitions.

Change management All project or related documentation.
Project Management Project status reporting, customer reporting, internal project documents/specs.

Table 2- Classification Types 
Classification Protection requirements for information in printed format.

Usage Strictly Confidential Confidential Business use only Public 

Labelling No security requirements.

Addressing Show the recipients name and address on envelope. Show the recipients name and address on envelope.

Mailing of Information Mailing requirements determined by information owner. No security requirements.

Storage No security requirements.

Transportation By hand or approved courier. Registered mail. Normal mail service. Normal mail service.

Disposal

Classification Protection requirements for information in electronic format (computer data)
Usage Strictly Confidential Confidential Business use only Public 

Electronic Labelling No security requirements.

Transmission No security requirements.

No security requirements.

No security requirements.

Removal of Directory entry for file. Removal of Directory entry for file.

Table 3- Integrity Types
Integrity level Definition Examples/impact of unauthorised modification

High 100% error free. Same as Confidentiality classification for Strictly Confidential information.

Medium 96-99% error free. Same as Confidentiality classification for Confidential information.

Low 90-95% error free. Same as Confidentiality classification for Business use only information.

Table 4- Availability Types
Availability level Definition Impact of unavailability

High No interruption beyond 0.5 days. Severe adverse impact.

Medium No interruption of access beyond 1 day. Significant adverse impact.

Low No interruption of access beyond 7 days. Limited adverse impact.

Table 5- Sensitive data examples 
Personal, Sensitive Personal, and Sensitive Customer Data

Information Asset Details Description

Each page to be marked STRICTLY CONFIDENTIAL. Each page to be marked CONFIDENTIAL. Each page to be marked Business use only.

The storage medium must have two envelopes/layers of 
packaging.

The outer envelope/layer must:
-Show the recipients name and address.

-Be marked TO BE OPENED BY ADDRESSEE ONLY
-Show the name and phone number of the sender of the 

information.
The inner envelope must be labelled STRICTLY 

CONFIDENTIAL.

The storage medium must have two 
envelopes/layers of packaging.
The outer envelope/layer must:

-Show the recipients name and address.
-Be marked TO BE OPENED BY 

ADDRESSEE ONLY
-Show the name and phone number of the 

sender of the information.
The inner envelope must be labelled 

CONFIDENTIAL. 

No classification marking on envelope; STRICTLY 
CONFIDENTIAL marking on cover sheet; confirmation of 

receipt at discretion of information owner.

No classification marking on envelope; 
CONFIDENTIAL marking on cover sheet; 

confirmation of receipt at discretion.

Must be stored within secure fire and water proof locked 
storage units within a locked office. This includes single 
instance documents where no electronic or paper copies 

exist.

Must be stored within locked storage units 
when not in the presence of the originator 

or recipient.

Secure office or other location. Room need not be locked if 
access to the building or floor is restricted to employees and 

authorised non-employees. 

Information must be disposed of securely using cross-cut 
shredders or confidential waste bins which are certified for 

secure destruction.
A record must be kept of how, when and by whom the 
information was destroyed (To provide an audit trail).

Information must be disposed of securely 
using strip-cut shredders or confidential 
waste bins which are certified for secure 

destruction.

Information must be disposed of securely using strip-cut 
shredders or confidential waste bins which are certified for 

secure destruction.

Information which is deemed appropriate for public 
disclosure can be disposed of using locally supplied 

waste paper facilities. If there is any doubt as to whether 
the information is commercially or personally sensitive, 
then use strip-cut shredders or confidential waste bins 

which are certified for secure destruction.

The information medium must be marked STRICTLY 
CONFIDENTIAL on subject-line or header/footer.

Where information medium is not 
permanently held in locked storage or a 
secure environment, it must be labeled 

CONFIDENTIAL on subject-line or 
header/footer.

Must be marked Business use only on subject-line or 
header/footer.

Information must be transmitted in encrypted form (using a 
business-approved method). Transmission should have 

controlled access e.g. password protected account login.

Information must be transmitted in 
encrypted form (using a business-approved 

method). Transmissions should have 
controlled access e.g. password protected 

account login.

Information should be transmitted to a verified account 
(eMail address or login ID).

Storage (e.g. digital file, 
eMail or web page)

Stored in a directory or folder with controlled access, e.g., 
password protection.

Information must be stored encrypted using approved 
methods.

Stored in a directory or folder with 
controlled access, e.g., password 

protection. Information must be stored 
encrypted.

Stored in a directory or folder with restricted access, e.g., 
password protection.

Removable media (e.g. USB 
stick, CD, laptop, Blackberry)

All removable media must have applied encryption including 
mobile devices e.g. Laptops, PDA’s, iPhones, Blackberries, 
USB Sticks. Laptop hard disks are to be encrypted and the 
laptop is to be secure to desks using e.g. Kensington locks.

All removable media must have applied 
encryption including mobile devices e.g. 
Laptops, PDA’s, iPhones, Blackberries, 
USB Sticks. Laptop hard disks are to be 

encrypted and the laptop is to be secure to 
desks using e.g. Kensington locks.

Secure office or other location. Room need not be locked if 
access to the floor is restricted to employees and authorised 

non-employees.

Disposal of electronic 
information (digital file).

In addition to removing the directory entry for the file, the 
space used by the file must be over-written using state of 
the art approved solutions for the permanent removal of 

data.

In addition to removing the directory entry 
for the file, the space used by the file must 

be over-written using state of the art 
approved solutions for the permanent 

removal of data.

Disposal of physical medium 
(e.g. hard disks/drives).

Information must be disposed of securely using state of the 
art approved solutions for the permanent removal of data.

A record must be kept of how, when and by whom the 
information was destroyed (to provide an audit trail).

Media must be disposed of securely using 
state of the art approved solutions for the 

permanent removal of data (e.g. shredding 
or physical destruction).

Media must be disposed of securely using state of the art 
approved solutions for the permanent removal of data (e.g. 

shredding or physical destruction).

Media must be disposed of securely using state of the 
art approved solutions for the permanent removal of 

data (e.g. shredding or physical destruction).
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Personal Data

Sensitive Personal Data

Sensitive Customer Data

An individual must be capable of being identified from that 
data or a number or sources of data

- An example is a simple email address such as 
john.smith@company.com. We know that there is a 

company and that there is an individual called john smith 
who works for them so he can be identified from the email 

address, therefore the email address is enough to constitute 
personal information.

Any data held either electronically or manually, which relates 
directly to a living individual and which covers specifically 

(including): racial or ethnic origin; political opinions; religious 
or other beliefs; Trade Union membership; health; sex life; 

criminal allegations, proceedings or convictions.

Data which contains information specific to a customer 
including but not limited to bank account details, userids and 

passwords, list of employees.
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Status Report
Classification Type Summary 
Classification Type Total
Strictly Confidential #NAME?

Confidential #NAME?

Business Use Only #NAME?

Public #NAME?

Management Summary
[Complete after review and distribute]
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